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Side-Channel Attack (SCA) is an effective method in extracting the secret key of
cryptographic algorithms by correlating the physical leakage information with the
processed data. In this paper, we propose an arithmetic hiding cum Look-up Table
(AHLUT) based Substitution-Box (S-Box) in AES-128 cryptographic algorithm
implementation to countermeasure against SCA. There are three key features in our
proposed AHLUT S-Box. First, the arithmetic hiding performs four types of arithmetic
operations such that their total physical leakage information sufficiently overshadows
the correlated physical leakage information of the S-Box operation. This is to reduce the
correlation of the AES-128 physical leakage information with the processed data.
Second, the AHLUT S-Box pre-stores all the 256 bytes of possible output values based
on the conventional S-Box and selects a corresponding output value with respect to the
input accordingly. In this context, it dissipates significantly lower power when compared
to the conventional S-Box which performs multiplication inversion and affine
transformation. Third, we propose a methodology to determine a minimum number of
the arithmetic operations to sufficiently overshadow the physical leakage information of
the S-Box operation. Based on the measurement results of performing AES-128
algorithm on Sakura-X FPGA encryption-board and in term of power dissipation, our
proposed AHLUT S-Box dissipates 1.6mW and features 11.56 % lower power dissipation
than the conventional S-Box. In term of security which is based on Correlation Power
Analysis attack, it requires 73 % more power traces to reveal the secret key for our
proposed AHLUT S-Box than the conventional S-Box. As for the non-invasive
Correlation Electromagnetic Analysis attack, it requires 25% more electromagnetic
traces for our proposed AHLUT S-Box than the conventional S-Box.

1. Introduction

EM emanation are the most preferred by adversary to be
employed in the SCA compared with other physical leakage

Side-Channel Attack (SCA) is an effective method to
extract the secret key of cryptographic algorithms, such as
Advanced Encryption Standard-128 (AES-128) algorithm, by
correlating physical leakage information, generated during
the encryption process, with processed data. The physical
leakage information such as power dissipation [1],
Electromagnetic (EM) emanation [2], temperature [3] and
timing [4] information, which are measured during the
encryption process, are dependent on the processed data,
determined based on plaintext/ciphertext. Due to the
simplicity, in term of measurement, the power dissipation and
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information [1].

Fig. 1 depicts the attacking scenario of the SCA, by
intercepting wireless communication, transmitting the
encrypted plaintext, ciphertext, to receiver and at the same
time, measuring the physical leakage information. In this
scenario, the correlation based SCA, such as Correlation
Power Analysis (CPA), is employed to compute and analyze
the correlation between the processed data and power
dissipation measurements (power traces). To protect the
secret key against SCA, countermeasure techniques are
employed to reduce (break) the correlation between the
physical leakage information with processed data.
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Fig. 1: Attacking scenario of SCA of wireless communication based on AES-128 implementation

The countermeasure technique is classified into two main
classifications, hiding and masking, which are based on
hardware and software approaches respectively [1]. The hiding
technique breaks the correlation between power dissipation and
processed data by balancing the power dissipation for different
processed data whereas the masking technique employs masking
variable (m) to mask the processed data against SCA. The main
drawback of the masking technique is to mask and unmask of
the m which can degrade the performance of the cryptographic
algorithm implementations, such as low throughput, speed
reduction and high power dissipation [2].

There are two main approaches of hiding technique, cell and
block level approaches. In the cell level, several techniques have
been reported such as Sense Amplifier Based Logic (SABL) [5],
Wave Dynamic Differential Logic (WDDL) [6], Three-phase
Dual-rail Pre-charge Logic (TDPL) [7] and Pre-Charge Static
Logic (PCSL) [8]. The concept of SABL is to balance internal
charges by fully charging and discharging all internal node for
different processed data (i.e. bit-0 or bit-1). However, during the
implementation in crypto-device, the internal charges is not fully
discharged at high frequency (>100MHz) due to small variation
on the internal parasitic capacitance [6]. The WDDL and PCSL
implement Pre-charge and Evaluation cycle with differential
logic to make a constant power dissipation for different logic
transition. In the AES-128 implementation, the WDDL occupies
over 3.1x area, dissipate 3.7x dynamic power and 3.8% reduction
in throughput compared with standard cell implementation [5].
For the PCSL implementation, the power dissipations tend to
leak information during the pre-charge cycle [6] and hence
vulnerable against CPA attack. The TDPL employs dual-rail
dynamic logic with three-phase clocking system (Pre-charge,
Evaluation and Discharge). The three-phase clock is to ensure
that the remaining internal charge is fully discharge to make a
constant amount of charge for each cycle. However, the TDPL
features 4.6x slower speed compared with conventional CMOS
implementation [1].

For the hiding approach at the block level, the power
dissipation is balanced directly at the main power supply, Vpp
point, of the crypto-device. The hiding techniques based on
block level approach are a Switching Capacitor Current
Equalizer (SCCE) [9], an intermittent Supply-Current Equalizer
(iSCE) [10] and A Dynamic Voltage and Frequency Switching
(DVFS) [11]. The SCCE is the same principal as in the TDPL.
The current equalizer implemented with integrated switching
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capacitors, which isolates the encryption circuits activity by
equalizing the current. However, it is 33% power overhead 2%
slower than conventional differential logic [8]. The iSCE is an
improvement of the SCCE performance, which is only at the
vulnerable round of AES-128 (i.e. 1% and 10" rounds)
implement the equalizer. The current equalizer techniques (i.e.
SCCE and iSCE) are both vulnerable against EM based attack
by measuring the EM emanation generated after the equalizer
module. The DVFS hides the correlated power dissipation
against SCA by dynamically changing the scale of the voltage
and frequency during the encryption. The noise generated
during the operation can be filtered by Finite Impulse Response
(FIR) filter with optimized parameters to increase the Signal-to-
Noise Ratio (SNR). Therefore, the correlated power dissipation
still can be detected and the secret key can be revealed with
required low number of power traces.

In this paper, we propose an arithmetic hiding cum Look-up
Table (AHLUT) based Substitution-Box (S-Box) in AES-128
cryptographic algorithm implementation to countermeasure
against SCA. There are three key features in our proposed
AHLUT S-Box. First, the arithmetic hiding performs four types
of arithmetic operations such that their total physical leakage
information sufficiently overshadows the correlated physical
leakage information of the S-Box operation. This is to reduce
the correlation of the AES-128 physical leakage information
with the processed data. Second, the AHLUT S-Box pre-stores
all the 256 bytes of possible output values based on the
conventional S-Box and selects a corresponding output value
with respect to the input accordingly. In this context, it
dissipates significantly lower power when compared to the
conventional S-Box which performs multiplication inversion
and affine transformation. Third, we propose a methodology to
determine a minimum number of the arithmetic operations to
sufficiently overshadow the physical leakage information of the
S-Box operation. Based on the measurement results of
performing AES-128 algorithm on Sakura-X FPGA encryption-
board and in term of power dissipation, our proposed AHLUT
S-Box dissipates 1.6mW and features 11.56x lower power
dissipation than the conventional S-Box. In term of security
which is based on the CPA attack, it requires 73x more power
traces to reveal the secret key for our proposed AHLUT S-Box
than the conventional S-Box. As for the non-invasive
Correlation Electromagnetic Analysis (CEMA) attack, it
requires 25% more electromagnetic traces for our proposed
AHLUT S-Box than the conventional S-Box.
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This paper is organized as follows. Section II reviews the
AES algorithm, various S-Box implementations, CPA and
CEMA. Section III presents the proposed AHLUT S-Box.
Section IV describes the measurement results on CPA and
CEMA attack and finally, conclusions are drawn in Section V.

2. Advanced Encryption Standard, Substitution-Box
operation, CPA and CEMA

In this section, an overview of the AES algorithm is briefly
described followed by a description of the various topologies of
the S-Box operation and the correlation based attack, the CPA
and CEMA.

2.1. Advanced Encryption Standard

The AES algorithm has been employed in a variety of
security systems including the defense and banking applications
since 2001 [6]. It is categorized as a symmetric-key encryption
algorithm, in which the transmitter and receiver employ the
same secret key for encryption and decryption respectively.
The AES algorithm transforms a plaintext into a ciphertext
using the secret key by several iterative processes. The
processed data block length is fixed at 128 bits, while the key
length can be 128, 192, or 256 bits [1]. For the 128, 192 and
256 secret key length, there are 10, 12 and 14 round of iterations
are required respectively.

Fig. 2 depicts the flow chart of the encryption process in the
AES algorithm. Each round of iteration consists of four
operations, namely S-Box, ShiftRow, MixColumn and
AddRoundKey, except for the last round which does not have
MixColumn operation. The decryption is a reverse operation of
the encryption process, i.e. transforming the ciphertext into
plaintext (original message) using the same secret key. The
decryption structure can be derived by inverting the encryption
structure directly [12]. The equivalent decryption structure has
the same sequence of operation as in the encryption structure,
thus, the resources sharing is allowed for the encryption and
decryption process.

[ Plaintext ]

)
¢

MUX 2-to-1

[ Secret Key ]

Substitution-Box (S-Box)

ShiftRow B
MixColumn

AddRoundKey

Round 10

Yes

Substitution-Box (S-Box)
ShiftRow
AddRoundKey

Ciphertext

Fig. 2: Flow chart of the encryption process of the AES-128 algorithm with 10
round iterations

N-1 rounds;
i.,e. N=10

Secret Key Expansion
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2.2. Substitution-Box

The S-Box is one of the critical operations in AES algorithm
and it consists of two sub-modules [1], namely the
multiplicative inversion sub-module in GF(2%) and the Affine
transformation sub-module as depicted in Fig. 2. Each input to
the S-Box is a 1-byte of intermediate data, x, and the S-Box will
generate 1-byte of output S(x). In term of power, it dissipates
65% - 80% of the total power dissipation of the AES
implementation [1]. Based on these two sub-modules, the S-
Box features a non-self-inverse function, which effectively
protects the data against the brute force attacks.

Multiplication Inversion in GF(2/8) Affine Transformation

1 1 ! 1
1 4 4 1 ! 1
I B E D ' ' !
8 1 ! g! . 1
| 1 — o1 Matrix 18
7 >. c F 1 ! 1 7| Multiplication [~ 7 > S)
4 4 |! :
1
D D : :
| |
1 1
1 1
1 1

A = isomorphic mapping
A" = inverse isomorphic mappings
B = square operation in GF(2%)
C = sum operation in GF(2%)
D = multiplication operation in GF(2%)
E = multiplication with constant operation
F = inverse operation in GF(2%)
Fig. 3: The two sub-modules of a conventional S-Box of AES algorithm

The S-Box operation can be implemented in the form of the
LUT, in which all the possible output (28 = 256) are pre-stored
in the LUT memory, as depicted in Fig. 4. The analysis of the
LUT S-Box [13] shows that the power dissipation is reduced
significantly by 5.5 lower than conventional S-Box (reduces
from 10.5mW to 1.9mW). However, the security features can
only protect the key against CPA attack up to 13x10° power
traces. This is due to the selection function (in the multiplexer)
dissipates relatively small differences of the dynamic power for
different input and output values of the S-Box.

Intermediate input

(x)
8

00
01
02

. Intermediate
256-byte Pre- i output
stored S(x) . Multiplexer S0)

256-to-1 byte

FF

Fig. 4: LUT S-Box implementation

The data dependency with physical parameters is relatively
high in the S-Box although the power dissipation can be
significantly reduced by LUT technique. The variance of power
traces for different input values is still detectable by CPA attack
[13]. However, the low power dissipation at LUT architecture
is possible to apply dummy operations, which hide the
correlated power dissipation against CPA attack without
sacrificing the power overhead.
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2.3. CPA and CEMA

The CPA attack is a byte-based power analysis attack. Each
byte of key (sub-key) is estimated by means of 256 possible
values (28 = 256). The CPA attack is performed by analyzing
the correlation coefficient (7; j ;) of two variables, power model
(X; jm), and the power traces (Y; ), fori =1, ..., 16 sub-keys,
j=1,...,256 sub-key candidates, ¢ = 1, ..., N sampling points,
as follows:

— _ 7 (1)
\/Z(Xi,/.n1_Xi</)h(}/,,”l_Yz)k

m=1

The correct sub-key, i, corresponds to the highest 7; ; ; at the
particular sub-key candidate, j, and sampling point of power
traces, . The common power model used is either Hamming
Distance (HD) or Hamming Weight (HW). The higher number
of power traces required to reveal the correct sub-key, the
higher CPA-resistant to the hardware, hence more secured.

The CEMA attack applies the same procedure as the CPA
attack. However, the process of acquiring the physical leakage
information is less invasive compare with the CPA. The
adversary can simply measure the EM emanation by placing the
EM probe on the crypto-device and apply the Eq. (1) to reveal
the secret key.

3. Proposed AHLUT S-Box

The power dissipation generated from the crypto-device is
resulted from current (/pp) and voltage (Vpp) consumed during
the processing one plaintext (consists of 16 bytes). The
collection of power dissipation (P = Ipp'Vpp) measurements
form power traces [1] and the power traces can be decomposed
as the total sum of power dissipations of an operation, Pop,
processed data, Ppata, noise, Pnoisg and constant power (static
power dissipation), Pconst as described in Equation (2).

Prraces = Popr + Ppata + Proise + Pconst 2)

The Por and Pparta are generated when performing the
operations of the AES-128 algorithm with different value of
input data, which are the main physical leakage information
employed for the SCA. The Pnoise can be generated from the
crypto-device and measurement tools (i.e. oscilloscope) which
exhibit different noise level for different application (i.e. ASIC
or FPGA) and specification respectively. The Pnoise can be
filtered out by means of FIR filter with optimized parameters
and hence increase the SNR value of the power traces. The
Pconsr is relatively irrelevant to the SCA, since the value is
generated constantly for different operation and processed data.
In this context, the SCA only consider two power dissipation
components, Pop and Ppara, to leak out the information of the
secret key.

The proposed arithmetic hiding based LUT S-Box technique,
in this paper, is focused on the Pop and Ppara, to decorrelate
between the physical leakage information and the processed
data, based on the CPA attack. The main idea is to generate
dummy power dissipation by performing dummy operation
(Pp_op) with dummy input data (Pp para). Therefore, the total
power traces measurement is the sum of main power dissipation
and dummy power dissipation as expressed in Equation (3).

TPrraces = Pop + Pp op + Ppata + Pp pata 3)
WWwWw.astesj.com

To break the correlation between power dissipation
measurement and processed data, based on the CPA attack, the
dummy power dissipation must be able to dominate the total
power traces. In other words, the dummy power dissipation is
generated in such a way that overshadow the main power
dissipation of the AES-128 algorithm, as expressed in Equation
(4). In this context, the changes of Pop and Ppara, are negligible
respect to the total power traces which are used in the CPA
attack as expressed in Equation (5). Eventually, the broken
correlation, between power dissipation and processed data, is
achieved due to the total power traces measured during the
encryption is always referring to dummy operation, which is
performing irrelevant operation and data with the operations in
the AES-128 algorithm.

TPrraces = PopV+ Pp op M PpataV+ Pp patat “)

When Pop and Ppata are negligible respect to Pp op and
Pp pata, the Eq. (4) can be rewrite as follows.

TPtraces = Pp op + Pp pata (5)

The total power traces as expressed in the Eq. (5) can be
realized by performing the arithmetic operations in parallel with
the operation (i.e. S-Box) of the AES-128. The S-Box operation
dissipates 80% of the total power dissipation [13] and leak more
information about the secret key, whereas other three operations
(AddRoundKey, ShifRow and MixColumn) insignificantly leak
the information of the secret key [1] due to non-data dependent
operations. To overcome the power overhead and yet secure S-
Box, we adopt LUT S-Box which is performed in parallel with
arithmetic operation to overshadow the Pop and Ppata of the S-
Box. The LUT S-box is adopted due to the power dissipation is
5.5x lower than the conventional S-Box (1.9mW) [13].
Consequently, it is worthwhile to implement the arithmetic
operation with sufficient power overhead to overshadow the
power dissipation of the S-Box operation. Fig. 5 depicts our
proposed AHLUT S-Box implementation, performed in parallel
with LUT S-Box. Four types of arithmetic operations,
implemented, Addition (ADD), Subtraction (SUB), Division
(DIV) and Multiplication (MULT) are implemented which
generate unused output, Dummy output, D(x).

Intermediate input
(x)
Proposed Arithmetic Hiding ¢

Pt bl gL
| |
|
| | 8
| ADD | +8(1)
| : F~4—02 | ’
| ntermediate
| SuB I lossbyte Lok g Outeut
- - Multiplexer
: : Up-Table (LUT) 25604 byte |7 o)
| :D :lV |
| |
: MULT | e
| | 8 Dummy
e — — e Y — T T output

D(x)

Fig. 5: Proposed arithmetic hiding is performed in parallel with LUT S-Box

In term of circuit implementation, each type of arithmetic
operation requires different number of gates and dissipate
different power. In addition to our proposed arithmetic hiding
based LUT S-Box, we propose a methodology to select the
number of arithmetic operations such that the power dissipation
of these arithmetic operations sufficiently overshadows the S-
Box power dissipation. Table I tabulates the number of gates
and power dissipation for each arithmetic operation based on
frequency of 16MHz.

423


http://www.astesj.com/

A. A. Pammu et al. / Advances in Science, Technology and Engineering Systems Journal Vol. 2, No. 3, 420-426 (2017)

TABLE. I. GATE COUNTS AND POWER DISSIPATION IN AHLUT S-Box

. . Number of Gates Power
Arlthm.etlc dissipation
Operations XOR AND OR (mW+)

ADD 2 2 1 0.094
SUB 2 2 2 0.102
DIV 2 6 2 0.123
MULT 2 7 2 0.160

*dynamic power dissipation @16MHz

The methodology of selecting the number of arithmetic
operations of our proposed AHLUT S-Box is explained as
follow:

1. The power dissipation of the LUT S-Box is measured at
the first stage to estimate the minimum power dissipation
which will be generated by arithmetic hiding (overshadow
power dissipation).

2. The power dissipation for each arithmetic operation is
measured and sorted from lowest to highest, which are
denoted as a, b, ¢ and d in ascending order respectively.

3. The rule of thumb for estimating the overshadowed power
diSSipatiOIl is PArithmeticioperations > PLUTfS—B()x, in which
P arithmetic_operations = a@*Papp~+ b"Psyg + ¢'Ppyy + d"Pyurr 5 a
=b=c=d>1, as expressed in Equation (6).

a'PADD +b'PSUB +C'PD1V +d'PMULT > [)LUTJ—Box (6)

4. The number of arithmetic operations are increased starting
from d and evaluating the power dissipation in the Eq. (6)
every increment.

5. If power dissipation of arithmetic operation is overshoot
as in Eq. (6), the selection is gradually descended from ¢
to a.

6. The overshoot power dissipation is only allowed with
incremental number of a, which is the lowest power
dissipation in the arithmetic operation.

7. The selection process for the number of arithmetic
operation is terminated when the Pusimmmeric operations 18
slightly higher than Prur s.8ox

The output of the arithmetic operation is unconnected to the
AES-128 encryption process and therefore, the output
ciphertext will not be affected. The flow chart of selecting the
arithmetic operation is depicted in the Fig. 6.

Select the number of arithmetic operation
(a=b=c=d=1)

™

Increase the number of No

i i ' Phvith_op >Ps-8
arithmetic operation rith_Op ox

es

( Stop )

Fig. 6: Flow chart of selection the Arithmetic operations
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4. Measurement Results

The experiment is performed based on Sakura-X, FPGA
board [2], incorporating our proposed arithmetic hiding LUT S-
Box in the AES-128 with operating frequency of 16MHz. The
experimental setup comprises two parts, power dissipation and
EM emanation measurements as depicted in Fig. 7. A 10-bit
ADC 2.5Giga samples/second oscilloscope is used to record the
power dissipation and EM emanation of the AES-128
implementation. We attack the last round of the AES-128
designs with the HD leakage model (power and EM model).

Reveled
secret key
| Measured power
b dissipation of the
Crypto-device
Sakura-X
FPGA

(Crypto-device)

Measured EM
emanation of the
(a) Crypto-device

EM Probe to ¥
sense the EM
emanation

(b)

Fig. 7: The experimental setup (a) power dissipation measurement for CPA
and (b) EM emanation measurement for CEMA attacks

Based on the power dissipation measurement of the AES-128
with LUT S-Box, we can estimate the number of the arithmetic
operations can be employed to overshadow the power
dissipation LUT S-Box as depicted in the Fig. 5. Table II
tabulates the measurement result of LUT S-Box and the number
of arithmetic operation required to overshadow the LUT S-Box.

TABLE. II. CIRCUIT MODULE IMPLEMENTATION OF AHLUT S-Box

Circuit Module Power dissipation (mW)
LUT S-Box 0.785
Arithmetic Operations* 0.813

*2 ADD; 1 DIV; 1 SUB; 4 MULT
424
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The power dissipation of the arithmetic operation in the Table
I is slightly higher than LUT S-Box with 0.028mW power
overhead. The implementation of the arithmetic operation
performed in parallel with LUT S-Box is depicted in Fig. 8. The
AND logic gate is embedded to activate the arithmetic
operations only when the LUT S-Box is performing the
operation to prevent leakage current and dissipate additional
power at the arithmetic operation (static power dissipation). The
input data for arithmetic operation is 16-bit which comes from
input LUT S-Box (x). The 8-bit input is inverted to make the
input value opposite against the x such that uncorrelated with
processed data.

Intermediate input

1: Acttivate AHLUT (%)

. . L. 0: LUT S-Box
Proposed Arithmetic Hiding s
r—-—--""""—-—"—-—"—-—"=—-—"=———=—== 1
| |
| |
| |
| |
I 414 404 I
| | 8
—~—00
| | 401
| | —~—02
| | . Intermediate
256-byte output
| | . Multiplexer 8 P
| | Look-Up- 256-to-1 byte 7> 8(x)
Table (LUT)
| f \ 7 |
1\ ]/ °J
I /T I
| | FE
I \J |
| |
| N~ 4 4 | Dummy
| L | | 8 output
|

T D(x)

Fig. 8: Arithmetic operation is performed in parallel with LUT based S-Box

During the implementation in the circuit level, both modules
(LUT S-Box and arithmetic operations) are performed at the
same clock cycle, to hide the correlation with processed data,
with the total power dissipation is 1.598mW. The power
dissipation for AES-128 with LUT S-Box only and the AES-
128 with arithmetic operation performed in parallel with LUT
S-Box are depicted in Fig. 9. The grey color is indicated as
arithmetic operations with LUT S-Box dissipates higher power
as to overshadow the LUT S-Box as plotted in black color. As
resulted from implementation of the controller, the static power
dissipation is remined the same as in the LUT S-Box (~0.95mW)
which implies the leakage current is negligible during the
performance of arithmetic operations.

141 i

Key
Expand

Power Dissipation (mW)
5

0.8 7
0.6 1
04} |\ Overshadow
Static power <— power
0.2 | dissipation dissipation
0k I I I . I I I I R
5 10 15 20 25 30 35 40 45 50 55
x10°

Sampling point(ns)

Fig. 9: Power dissipation measurement of 10 rounds iterations AES-128 with
LUT S-Box and our proposed arithmetic hiding.

It is worthwhile to note that although in our proposed
AHLUT S-Box, the power dissipation overhead is ~2x higher
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than LUT S-Box, but it is much lower than conventional S-Box
implementation, which is 5.6x lower than conventional S-Box.
Table III depicts the power dissipation of three S-Box
implementations, LUT S-Box, proposed AHLUT S-Box and
conventional S-Box.

TABLE. III. POWER DISSIPATION OF THREE DIFFERENT S-BOX TOPOLOGIES

Power dissipation Normalized
S-Box Topology (mW)p Power
LUT S-Box 0.785 0.5%
Conventional S-Box 18.37 11.56x
Proposed AHLUT S-Box 1.589 1x

In this experiment, the CPA attack is performed based on the
proposed AHLUT S-Box and compare the result against LUT
S-Box. Fig. 8 depicts the number of traces required to reveal the
most difficult sub key of AES-128. It shows that the Fig. 10(a)
requires 516 power traces to reveal the secret key while with
our proposed AHLUT S-Box requires 1,751 power traces to
reveal the same secret key as depicted in Fig. 10(b). Based on
the CPA attack on single byte secret key, our proposed
arithmetic hiding features 3.4 X secured than LUT S-Box
implementation with ~2x power dissipation overhead.

0.3

Secret key is reveale

oz at 516 power traces

0.1

-0.2

-0.3 7

Correlation Coefficient (r)

x10°

Power Traces (N)
(@)

0.15

Secret key is revealed
at 1,751 Power traces

0.10

0.05

0.0

-0.05

-0.10]

Correlation Coefficient (r)

-0.15]

5 10 15 20 25 30 35 40 45 50

x10”

Power Traces (N)
(b)
Fig. 10: Evaluation of the CPA as security features of (a) LUT S-Box and (b)
our proposed AHLUT S-Box

Fig. 11 depicts the CPA and CEMA attack based on the
proposed AHLUT S-Box. It shows that the 16-byte sub-secret
key has been successfully revealed at 38x10° and 44x103 of the
power and EM traces respectively. In this context, the security
features of the AES-128 has been increased against CPA and
CEMA by 73x and 25x respectively when compared with
conventional S-Box.
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CPA comparison of the proposed AHLUT and reported S-Boxes

>

S

B

o

LUT S-Box
-+-Conventional S-Box
[ +=AHLUT S-Box

NUMBER OF REVELED SUB-SECRET KEY
@

2 4 6 8 10 12 14 16 18 20 22 24 26 28 30 32 34 36 38 40 42 44 46 48 50
NUMBER OF POWER TRACES (N) x10%

Fig. 11: Comparison of proposed AHLUT S-Box and reported hiding based on
CPA attack

When comparing with reported hiding counterparts, SCCE [9]
and iSCE [10], which can only protect the AES-128 algorithm
against CPA attack, our proposed AHLUT S-Box can protect
the AES-128 algorithm against EM based attack (CEMA) as
well as in the CPA. Fig. 10 depicts the performance result of the
CEMA attack for various hiding techniques. As shown in the
Fig. 12, our proposed AHLUT S-Box outperforms the reported
hiding techniques, which is requires 44x10° EM traces to reveal
all the 16-byte secret key. The result is 5.5%, 4.8x and 44x
higher than SCCE, conventional S-Box, iSCE and LUT based
S-Box respectively. This is due to the physical leakage
information (EM emanation) is generated by arithmetic
operation, can dominate the EM generated by LUT S-Box and
reduce the correlation between the EM signal of the LUT S-Box
and the processed data of the AES-128 algorithm.

CEMA comparison of the proposed AHLUT and reported S-Boxes
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Fig. 12: Comparison of proposed AHLUT S-Box and reported hiding based on
CEMA attack

5. Conclusions

We have proposed an AHLUT S-Box in the AES-128
cryptographic algorithm implementation to countermeasure
against SCA. There are three key features in our proposed
AHLUT S-Box. First, the arithmetic hiding performs four types
of arithmetic operations such that their total physical leakage
information sufficiently overshadows the correlated physical
leakage information of the S-Box operation. Second, the
AHLUT S-Box pre-stores all the 256 bytes of possible output
values based on the conventional S-Box and selects a
corresponding output value with respect to the input
accordingly. Third, we propose a methodology to determine a
minimum number of the arithmetic operations to sufficiently
overshadow the physical leakage information of the S-Box
operation. Based on the measurement results of performing
AES-128 algorithm on Sakura-X FPGA encryption-board and
in term of power dissipation, our proposed AHLUT S-Box
dissipates 1.6mW and features 11.56x lower power dissipation
than the conventional S-Box. In term of security of the CPA
attack, it requires 73x more power traces to reveal the secret key
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for our proposed AHLUT S-Box than the conventional S-Box.
As for the non-invasive CEMA attack, it requires 25x more EM
traces for our proposed AHLUT S-Box.
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